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Complynet’s History

 Founded in 1994
 Automotive exclusive
 End-to-end compliance
 Tech-enabled solutions
 Association endorsed
 Over 3,000 rooftop partners



Safeguards History

SAFEGUARDS RULE FACTS

Original Effective Date 2003

Revised October 2021 

Enforcement Date for New Provisions December 9, 2022 

Penalties up to $46,517 per violation

ComplyNet InfoSec Solutions 8 years

Steps to Compliance 10
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 Team Members:
 Qualified Individual

 Implement
 Oversee
 Enforce

 Qualified IT/MSP
 Perform or oversee

 Compliance
 Establish KPIs, meet regularly, and track progress

RULE FTC COMMENT

RULE

1. Establish a Safeguards Team
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RULE FTC COMMENT

RULE

1. Establish a Safeguards Team

 Meet Quarterly
 Track Progress
 Resolve Issues
 Annual Report

QUALIFIED INDIVIDUAL
 Implement, Oversee, and Enforce
 Map Customer Information (CI)
 Answer Risk Assessment
 Gather Current Plans/Policies

 Risk Assessments
 Employee Trainings
 Develop/Modify Plans/Policies
 Vendor Management Tools
 Guidance

IT/MSP
 Enable MFA/Encryption
 Secure Networks/Close Ports
 Anti-Virus and Firewall
 Continuous Monitoring or              

Pen-Testing and Vulnerability Scans 

Safeguards
Team



 Map (where CI is stored, who accesses, and how)
 Identify risks
 Evaluate and categorize risks
 Examine controls/safeguards
 Mitigate risks (or accept and address)
 Periodically reexamine controls/safeguards
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2. Written Risk Assessment



 Created based upon the risk assessment
 Includes:

 Administrative safeguards
 Technical safeguards
 Physical safeguards

 Establishes clear roles and responsibilities
 Automotive specific and custom-tailored
 Clear and concise
 Periodically evaluated and adjusted
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3. Written Information Security Program
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Mandatory Training
(Job-Role and Industry-Specific):
 Privacy
 Privacy for the Shop
 Safeguards
 Safeguards for the Shop
 Disposal
 Information Security Awareness
 Phishing
 PCI

4. Information Security Training



 91% of all hacking starts with phishing
 Greatest known risk

 ComplyNet conducts phishing pen-testing

FTC COMMENT

FTC COMMENT FOOTNOTE
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5. Phishing Penetration Testing



 Vendor Management
 Vendor Assessments (1:many)
 Vendor Agreements (1:many)
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6. Vendor Assessments and Agreements



 Grant limited access
 Monitor and log activity
 Detect unauthorized use, access or 

tampering
 Adopt change management procedures

 Onboarding and offboarding
 Systems administrators?

 Data and document retention and disposal
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7. Access Controls



 Encryption
 Multi-factor authentication 

(MFA)
 Continuous monitoring

 Absent effective 
continuous monitoring, at 
least annual penetration 
testing and vulnerability 
scans every six months
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8. Technical Requirements
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 Vulnerability scan – looks for weaknesses (inexpensive – free tools are 
available)

 Penetration testing – can I get inside? How far can I get?  What can I 
do? (requires “ethical hacker” and is very expensive)
 Artificial intelligence (“AI”) programs do not meet the FTC’s 

qualifications for “assessors” in previous enforcement actions
 “Assessors” have been defined as independent third-party 

professionals with experience and cybersecurity 
certifications

 TIP:  IF you are offered inexpensive “next gen” penetration testing 
with AI, it is likely just a vulnerability scan

 Continuous monitoring – 24/7/365 security that detects and stops 
intruders (once reserved for large companies – is now affordable to all)

 Encryption
 Multi-factor authentication 

(MFA)
 Continuous monitoring

 Absent effective 
continuous monitoring, at 
least annual penetration 
testing and vulnerability 
scans every six months

RULE

FTC COMMENT

8. Technical Requirements
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 Recommendations:
 Establish continuous threat monitoring

 IT/MSPs have tools that they prefer to use

 Encryption
 Multi-factor authentication 

(MFA)
 Continuous monitoring

 Absent effective 
continuous monitoring, at 
least annual penetration 
testing and vulnerability 
scans every six months

8. Technical Requirements



Incident Response:
 Respond
 Recover
 Remediate
 Revise
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9. Written Incident Response Plan



 Overall status 
– compliance 

 Risks 
assessed

 Risks 
managed and 
controlled

 Service 
provider 
arrangements

 Testing results
 Security 

violations, 
events, and 
responses

 Proposed 
changes
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10. Written Annual Report to Board





Offerings ComplyNet Other Providers

Privacy Course  

Safeguards Course  

Disposal Course 

Red Flags Course  

OFAC Course 

Paper Flow Course 

Information Security Awareness Course  

Phishing Course 

PCI Course 

Phishing Penetration Testing  ComplyNet performed  Dealer has to run service

Risk Assessments  

Vendor Assessments  

Quarterly Meetings w/ Qualified Individual, IT, and/or MSP 

Document/Data Retention Policy  ComplyNet created and  custom-tailored to Dealer  Dealer has to create with template

Information Security Program  ComplyNet created and  custom-tailored to Dealer  Dealer has to create with template

Incident Response Plan  ComplyNet created and  custom-tailored to Dealer  Dealer has to create with template

Annual Board Report Prepared for the Qualified Individual 

Facility Vulnerability Assessment  Add-On:  ComplyNet performed

Continuous Monitoring of Systems  Add-On:  MSP provided





Contact 700Credit Today for Help
sales@700Credit.com | (866) 273-3848
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